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Repackaging

BasicsLiteratureRelated WorksApproachResultsConclusion

• Downloading The Original Application 

• Accessing source code by Reverse Engineering 

• Adding Malicious Code or Other Types of Unauthorized Functionality 

• Repack to the new APK file and publish it  



5/28

Repackaging aims 

BasicsLiteratureجمع بندیارزیابیراهکار پیشنهادیمرور کارهای پیشین

User Android Developer

Malwares execution

User’s security 

Abusing users Economic threats

change payments API

Adware 

Related WorksApproachResultsConclusion
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Obfuscation
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• definition

• Changing Original Application  

• Resources level (User Interfaces)

• Sources Level (Logic)

Related WorksApproachResultsConclusion
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Type of Obfuscation 

BasicsLiteratureجمع بندیارزیابیراهکار پیشنهادیمرور کارهای پیشین

• Developers 

• Attackers

Related WorksApproachResultsConclusion
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Levels of obfuscation
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Repackaging Detection Definition

BasicsLiteratureجمع بندیارزیابیراهکار پیشنهادیمرور کارهای پیشین

• Based on repackaged pair 

• Based on Decision 

Related WorksApproachResultsConclusion
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جمع بندیارزیابیراهکار پیشنهادی

Related Works 

Repackaged 
Applications

Detection

prevention 

static

Dynamic 

Opcode and Binary 
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Graph Analysis
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جمع بندیارزیابیراهکار پیشنهادی

Problems with existing approaches

• Low accuracy and recall

• Limited definition about obfuscation’s target

• Hight accuracy , high execution time 

• Limited definition about detection repackaged apps

ApproachResultsConclusion

We've been convinced to propose an accurate method with less execution time  
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جمع بندیارزیابیراهکار پیشنهادی
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Features 
extracting

ApproachResultsConclusion
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جمع بندیارزیابیراهکار پیشنهادی

Approach overview
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Signature Generation

BasicsLiteratureRelated Worksجمع بندیارزیابی

Method Signature

ApproachResultsConclusion
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Signature Generation

BasicsLiteratureRelated Worksجمع بندیارزیابیراهکار پیشنهادی

Class Signature

ClassCoreSig

Application’s Signature

ApproachResultsConclusion
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Application’s libraries detection Component

BasicsLiteratureRelated Worksجمع بندیارزیابیراهکار پیشنهادی

Filter Libraries 

Class Length 
filter

Structural filter

Find Candidate Class

App-Lib classes 
mapping finder 

Targeted 

Libraries 
repository 

App class

Lib class

App-Lib 
Classes 

Mapping
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Libraries repository 

BasicsLiteratureRelated Worksجمع بندیارزیابیراهکار پیشنهادی

• We made a dataset of 877 libraries with their dependency from maven 

ApproachResultsConclusion
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KNN Classifier

BasicsLiteratureRelated Worksجمع بندیارزیابیراهکار پیشنهادی
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KNN Features

BasicsLiteratureRelated Worksجمع بندیارزیابیراهکار پیشنهادی

Feature extracting

#Activities #permissions #Intent filters Average .xml Files Average .png files

Feature vector

K nearest applications

Feature vector n 

Feature vector 2 

Feature vector 1

KNN search on Tree

ApproachResultsConclusion
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Pairwise Comparison

BasicsLiteratureRelated Worksجمع بندیارزیابیراهکار پیشنهادی

.

.

.
.
.
.

Remove 
libraries classes

Pairwise 
Comparison 

SdHash

SSdeep

TLSH

ApproachResultsConclusion



21/28 BasicsLiteratureRelated Worksجمع بندیارزیابیراهکار پیشنهادی

Dataset 
1181 android applications 

1196 pairs

400 non-repackaged pair 

796 repackaged pairs

877 java and android libraries 

ApproachResultsConclusion
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Execution time without classification 

Ssdeep Sdhash TLSH

Generate Signature 5 5

Find Libraries Classes 164 71

Hashing (signature without libraris) 0.71 0.81

Compare Hashes 1 0.26

Average Total Execution time(second) 171 78

Generate Signature

Find Library’s classes 

Hashing Signature

Compare Hashes 

ApproachResultsConclusion
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Execution time without classification 

Our approach Torki’s approach

Average Total Execution time 126

5.25x improvement of execution time  
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Precision and Recall 

Our work Ssdeep Sdhash TLSH

Precision 97% 96%

Recall 96% 94%

Compare torki’s method to our Our Work Torki’s Method

Precision 97% 98%

Recall 96% 96%

ApproachResultsConclusion

1% = 5x better  execution time
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Pairwise Comparison Using KNN Classifier 
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• 97% of repackaged pairs placed in maximum 250 nearest applications

• Considering 250 nearest application to each targeted application

• 5x reducing comparison space(250 first application instead of 1180)

ApproachResultsConclusion
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Discussion

BasicsLiteratureRelated Worksجمع بندیارزیابیراهکار پیشنهادی

• Proposed a new method based on coarse grained classification method

• 5x Acceleration of  previous work by proposed a new signature of application 

• 5x reduction of comparison space by integrating KNN with Pairwise Comparison

• Made a new dataset of 877 applications which can be use in related ongoing 

research 

ApproachResultsConclusion
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Future Work

BasicsLiteratureRelated Worksجمع بندیارزیابیراهکار پیشنهادی

• Weakness of dataset 

• Commercial Applications are more complicated 

• Proposed approach depends on call graph 

• Feature engineering methods to extract better features 

ApproachResultsConclusion
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پرسش و پاسخ

Email : mojtaba.moazen.a@gmail.com

؟ Github : rof13thfloor
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